LATENT VULNERABILITIES

HSI Industrial Skills — Reliability Matters

Key Observations

Emergence of Latent Vulnerabilities

- Long-standing, higher risk issues evade detection, including
inadequate monitoring and improper access management

Improved Internal Controls

- Entities have improved cyber security and
internal controls
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S ug g esti ons fo I Enhance Detective Controls:

- Allocate resources for developing, testing, and executing detective controls
I m provement - Ensure alarms and alerts function correctly

Conduct Regular and Sufficient Testing of Detective
Controls

- Test to ensure alarms and alerts from substations function from end-to-end
Periodically Scrutinize Design of Existing Controls:

— Think about scenarios the controls may not address

Conduct Appropriate Internal Audits and Assessments
- Perform targeted internal audits and assessments -

- Train internal experts to search for latent vulnerabilities |E

- Use peer reviews to identify overlooked issues U

Leverage Security Assessments:

- Use internal vulnerability assessments, third-party
0 o 0 security assessments, and penetration testing to

detect and correct vulnerabilities T
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Based on the NERC report: Critical Infrastructure Protection Themes and Lessons Learned, released August 2024.



